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-WHICH WAS PRESENTED TQ THE POLICY SUB- COMMITTE OF s
TH.E HOUSE ARMED SERVICES COMMITTEE ON 1 FEBRUARY BY .
Wy ,TI—IE DIRECTOR OF NSA .,

QUOTE NATIONAL SECURITY AGENCY ACTIVITIES ARE

i
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| CENTERED ABOUT TWO MAIOR PURPOSES ONE IS TO MAINTAIN ‘

«'w

"‘""THE SECURITY OF THE UNITED STATES COMMUNICATIONS AND

| SECOND ISTO TAKE ADVANTAGE OF THE COMMUNICATIONS

im.

| OF TARGET NATIONS. THE "BILL OF DESTRUCTION" COVERING
*'THE EQUIPMENT OF THE PUEBLO PROVIDED FOR DESTRUCTION OF
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KTT"CARDS AND KEY T'ZTS“TS‘ THEN OF THE EQUIPMENT, THEN

ﬁbDES AND AUTHENTICATION MATERIALS AND FINALLY MAIN-

:HTENANCE AND OPERATING MANUALS WHILE IT IS THEORETICALLY

,SSIBLE TO HAVE ELECTRONIC AUTOMATIC DETONATION GEAR,
H ‘E: PUEBLO WAS NOT SO EQUIPPED THE HAZARDS OF AUTOMATICG
DETONA'I‘ION EQUIPMENT ON BOARD A SHIP ARE WEIGHED

~GAINST OTHER METHODS OF DESTRUCTION AND THE POSSIBLE

yDAMAGE FROM COMPROMISE AND ARE GENERALLY CONSIDERED

FTUNACCEPTABLE S . |
'FOR THE PAST 30 YEARS IT HAS BEEN THE GENERAL U.S.
— PRACTICE TI-IAT WHERE POSSIBLE, SECURITY OF U.S. COMMUN-~
ICATTONS WILL NOT DEPEND SOLELY ON PHYSICAL PROTECTION
'OF THE EQUIPMENT USED TO ENCIPHER AND DECIPHER THE
MESSAGES DURING THE PAST 20 YEARS NO EQUIPMENT HAS
BEEN PRODUGED WITHOUT VARIABLES WHICH DEPEND UPON
KEYING ELEMENTS, USUAI.LY KEY LISTS OR KEY CARDS, FOR
THEIR PRIMARY SECURITY IN PARTICULAR, ALL THE COMMUNI-
CATION SECURITY EQUIPMENTS WHICH THE PUEBLO GARRIED
s " DEPENDED UPON RITHER KEY LISTS OR KEY GARDS. LOSS OF A
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PARTICULAR EQUIPMENT WITH THE KEYING ELEMENT WOULD NOT

,,,,,

TRIBUTION

. RA
| DRAFTER RELEASING OFFICER

RELEASED AT (ZULU)

. BOCUMENT MARKING

PAGE PAGES

2 oF 7

B \REF'E'“ TO MESSAGE SECURITY CLASSIFICATION

AGl NR,

AGO NR.

O2/26 (02

47‘721{'77/ 6=




”“?4‘*’*-"5@ 4053045 TOPSECREETRENE (O

SECURITY CLASSIFICATION

INFO PRECEDENCE SPECIAL HANDLING

BISTRIBUTION

"Né*fIIPMENTS USING DIFFERENT KEVING ELEMENTS AS SOON AS
NOTIFICATION OF TI—IE CAPTURE 'OF THE PUEBLO WAS RECEIVED
WASHINGTON STEPS WERE TAKEN TO SUPERSEDE ALL KEYING
£1 EMENTS WHICH SI-IE CARRIED AND NEW ONES WERE PRESCRIBED,
THE KEY LIST ENABLES THE USER TO ESTABLISH A UNIQUE
MACHINE SET -~ UP FOR A CRYPTO PERIOD WHICH IS NOT LONGER
RTHAN §4 I-IOURS THE/KEY CARD IS A CARD PUNCHED WITH A T
S‘PECIFIED PATTERN AND IS INSERTED INTO THE MACHINE BY
}\!IEANS OF A CARD I-IOLDER. TI-IE KEY CARD AND HOLDER PERMIT

" ‘FEELER PINS TO MAKE CONTACT THROUGH RANDOMLY POSITIONED

v

“HOLES AND EFFECTIVELY REWIRE THE CIPHER MAGHINES, AGAIN

;NCT'LESS OFTEN THAN EACH 24 HOURS. THE NUMBER OF o
"Z‘_’{féjQM‘BINATIONs RESULTING FROM A CARD SYSTEM IS ASTRONOMICAL
: .:AND A MESSAGE WHICI—I IS TRANSMITTED THROUGH A MAGHINE
‘,:"USING A PARTICULAR KEYING ELEMENT CAN ONLY BE READ AT THE
| "Ti{OTHER END BY A MACHIN WITH AN IDENTICAL KEYING ELEMENT.
| IT IS THE NATIONAL SEGURITY AGENCY'S JUDGMENT THAT
| I}-No DEGRADATION TO THE SEGURITY OF OTHER U.S. COMMUNICA-

' LIONS CAN RESULT FROM THIS COMPROMISE EVEN IF THE EQUIPMEN
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AND‘THE KEY LISTS WERE CAPTURED IN'fACT SINCE STEPS WERE

’TAKEN IMMEDIATELY TO SUPERSEDE ALL OF THE KEYING MATEK[AIS.

.u‘

];N.'_TI-IE WORST POSSIBLE CASE THE FEW MESSAGES TO AND FROM

,‘f'f'

‘I‘HE PUEBLO COULD BE READ IF ALL MATERIALS AND EQUIPMENTW

?~'-‘-’.w~'.‘4.

___FWERE CAPTURED INTACT »

MESSAGE TRAFFIC FROM THE PU’EBLO AS WELL AS FRGM
' TL—IE NORTH KOREANS INDICATED A DESTRUCTION EFFORT ON- =
L ..BOARD THE VESSEL BY F-IRE AS WELL AS IETTISONING FROM Hf?R

| COMMUNICATIONS I‘I’ MAY BE INFERRED THAT THE BULK OF HER

KEY MATERIAL PERHAPS ALL AND AS MUCH EQUIPMENT AS

e POSSIBLE WAS DESTROYED BUT THAT SEVERAL PUBLICATIONS W‘ERE

LIPROBABLY COMPROMISED WE WILL NOT KNOW WI—IAT UNTIL TI-IE

CREW IS RELEASED AND DEBRIEFED.

ON TI-IE INTELLIGENCE SIDE, TI-IE PUEBLO CARRIED A

Y(b) (1)

. : = (b) (3)-50 USC 403
(b) (3)-18 USC 708
o SUFFICIENT A_MOUNT OF COLLECTION GEAR TO ENABLE HER TO (b) (3)- 16-36

e MONITOR NORTH KOREAN COMMUNICATIONS AND RADAR FACILITIES
o ON THE EAST COAST |"
| ITHIS
EQUIPMENT WAS GENERALI.Y UNCLASSIFIED (FOUR PIECES
CLASSIFIED CONHDENTIAL) BUT THE USE TO WHICH TI-IE EQUIPMENT
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COULD BE PUT AND’ THE RESULTS DERIVED THEREFROM ARE

: CI.ASSIFIED IT IS VERY POSSIBLE THAT IF THE EQUIPMENT WAS

o fUNDA MAGED A REASONABLY PRECISE RECONSTRUCTION OF TI—IE )

1‘*:‘?’%

) ‘.?».:'{"'PUEBLO S INTELLIGENGE MISSION COULD BE ACCOMPLISHED

ﬁsri

IN ADDITION TO THE EQUIPMENT REFERRED TO ABOVE

T
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5 ‘..’

{ ‘

SR THE PUEBLO CARRIED A SUBSTANTIAL NUMBER OF TECHNICAL

.,,,\'u-

o '_'PUBLICATICNS AND ANALYTICAL AIDS REQUIRED TO ENABLE I-IER 70
DISCHARGE THE INTELLIGENCE COLLECTION MISSION IF THEé”E
o

ITEMS WERE CAPTURED INTACT THEY WOULD GIVE THE NORTI-I i

KOREANS PRECISE INFORMATION ON THE EXTENT OF U.S.

' 'KNOWLEDGE OF THEIR COMMUNICATIONS TECHNIQUES USAGE, ]

" AND RADAR EQUIPMENTS THE PUBLICATIONS ALSO REVEAL A

| ‘-'MORE LIMITED U.s. KNOWLED GE OF THE GENERAL SOVIET Cf"M~

,)}“

.- MUNICATIONS PRAC'I'ICES

*'THIS INFORMATION, IF COMPROMISED, WOULD

R STIMULATE EITI-IER OF THE TWO NATIONS TO ‘CHANGE THEIR =

B COMMUNICATIONS PRACTICES , SUPERSEDE THEIR CALL SIGN

:Y“.

-SYSTEMS AND/OR MODIFY THEIR OPERATIONAL CODES.

s

ALTHOUGH THEPOSSIBLE LOSS OF THE COMMUNICATIONS
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;SECURITY EQUIPMENT OR MATERIALS IN NO WAY WILL

v
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:"Cifbf/IPROMISE U S COMMUNICATIONS IT NONETHELESS

DISTRIBUTION

HAS THIS SERIOUS ASPECT

e

'EQUIPMENTS OR THE MAINTENANCE AND OPERATIONS MANUAES

5..,n.r

_C.OULD STIMULATE ONE OR OTHER OF THESE COUNTRIES (OR

_.‘POSSIBLY COMMUNIST CHINA) TO MAKE MAJOR CI—IANGES IN

THEIR COMMUNICATIONS SECURITY EQUIPMENT AND PRACTICES

;rHIs GOULD VERY SERIOUSLY HAMPERL IU S.

) SIGNALS INTELLIGENCE PRODUCTION ON THESE NATIONS N

!’

THE FUTURE o 2 | -

o THERE WERE THIRTY ( TWENTY-NINE INLISTED AND ORE

OF]?'ICER) NAVY SECURITY PERSONNEL ON BOARD THE SHIP

e v.-‘MO_NS_T__ OF THESE MEN AND OFFIGERS WERE HIGHLY SKILLED

| AND REPRESENTED SEVERAL YEARS OF EXPERIENCE IN THE ~ -
“BUSINESS. SOME OF THEM HAD INTIMATE KNOWLEDGE OF &

NUMBER OF SENSI‘I‘IVE NAVY COLLECTION AND ANALYTIC

Tf-IE“ CAPTURE OF THE MODERN U.s. COMMUNICATIONS SEC‘I“‘J%T*_
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I—IEIR INVOLUNTARY REVELATION OF THE SSOPE OF THE U.S.
SIéNALs INTEI.LIGENCE EI—‘FORT THIS COULD RESULT IN © 2
.-_-DEFENSIV’E. MEASURES BY THE SOVIETS TO DENY THE U.S.
FURTHER INFORMATION | o -
| HOWEVER NO DAMAGE TO OUR OWN COMMUNICATIONS
| SECURITY WOULD I-‘OLLOW EVEN FROM THE FORCEFUL EXTRAg'TION
- s INFORMATION FROM GAPTURED PERSONNEL . UNQUOTE,
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